IS your Organization ready for a risk
management program?
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Lake Riskbegone

Where all the likelihoods are
low, all the loss tables are
populated & all the risk
analysts are two standard
deviations above the mean...
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Figure B. VERIS A* Grid depicting the frequency of high-level threat events
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"Sir, the possibility of
successfully navigating an
asteroid field is approximately
three thousand seven hundred
and twenty to one!”
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Ohjectives

& Analyze the gaps in your current organization

@ Start iraming even the most compliance-riven
program in nasic risk terms

& (Gradually move from reactionary Spend to
qualitative/quantitative-based prioritization




~ Where Are You Now?
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.18 how an institution expresses Is intent with regard to information Security
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Asset Inventory
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...enahles you to know what you have, where it i$, who own's i, 8fc.
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Documented
Bontrols

... 4P8 Specific activiies performed by persons or Systems
tesigned to ensure that business objectives are met
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.. .BNSUres proper ownership & responsinility
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Standard -I
Definitions
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...Bnables everyone to Speak the same language
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Incident
Responge
Program
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...Bnsures needed resources are itentitied & organized
to eifectively deal with adverse events
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I- Threat Profile

. .enahles you {0 analyze, prioriize & communicate
the most important treat actors/actions to stakeholders
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...Iecause you can't have risk without the potential for logs
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"But, all we have are
compliance controls!”
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@ Sarbanes-Oxiey WD

@ PCl-DSS

& VA 201 CMR 17

& RS 603

& Japan IPA, Law No. 57 of 2003 I®




& Ensure all risk statements in your control
llorary are actual risk Staiements and not
Just descriptions of the control failure




o fequire mat individual control Statements
are specific o the application / tevice /
Sysiem




& Loss of Gonfidentiality of PAN data in
SSBU online payment system

« Lo of Integrity of Financial Reports in
SSBU claims management system

« L0ss of Availahility of SSBU drug
manufacturing monitoring System




@ [Jse a roll-up view when communicating
your tlocumented risks o management




& Loss of Integrity of Financial Reports I

& Loss of Confidentiality of PAN data i

& L0ss of Availahility of Industrial Monitoring System D




@ [ake the offensive
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@ hitp://www.Sans.orq,/critical-security-controls,

Inventory of Authorized and Unauthorized Devices

Inventory of Authorized and Unauthorized Software

Secure Configurations for Hardware and Software on Laptops, Workstations, & Servers
Continuous Vulnerability Assessment and Remediation

Malware Defenses

Application Software Security

Wireless Device Control

Data Recovery Capability

Security Skills Assessment and Appropriate Training to Fill Gaps

Secure Configurations for Network Devices such as Firewalls, Routers, and Switches
Limitation and Control of Network Ports, Protocols, and Services

Controlled Use of Administrative Privileges

Boundary Defense

Maintenance, Monitoring, and Analysis of Security Audit Logs

Controlled Access Based on the Need to Know

Account Monitoring and Control

Data Loss Prevention

Incident Response Capability

Secure Network Engineering

Penetration Tests and Red Team Exercises



http://www.sans.org/critical-security-controls/
http://www.sans.org/critical-security-controls/

&a With the SANS Top 20 in hand, objectively
enumerate your SORGANIZATION capabilities and
use this data to start a risk dialogue
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& Audit Findings W

& Breach Response D

& Unsupported hardware/software 1D




& (ongistent calibrated & company-wide risk
assessments




& Demonstration that the risk assessments
carry weight / affected change




@& Elevation of the risk assessment from @
project management checkhox to critical
path element when rolling out an app /
network / system / efc.
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